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Abstract
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1 Introduction

Cryptosystems are of two types, namely Symmetric Key Cryptosystem (SKC) and Public Key Cryptosystem
(PKC). For enciphering and deciphering messages a SKC uses same key or one can easily obtain the deciphering
key with the knowledge of enciphering key. This makes maintaining the secrecy of the key difficult which is
the main disadvantage in SKC. In order to avoid this PKC has been introduced. PKC is the cryptosystem
with different enciphering and deciphering keys. The main drawback of PKC is that it is not efficient in
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communicating large messages. So to construct a crysptosystem that is strong, efficient and devoid of the above
mentioned drawbacks both PKC and SKC are employed, where PKC is used for key exchange and SKC for
communication of large messages.

Diophantine Equations with infinitely many soluitons play a vital role in cryptography In [1 2, 3] we described
the solutions of Diophantine Equations z? & pzy + y®> £z = 0 and z? + pzy + ¢ £ (&2 74) = 0 that are
generated from Generalised Balancing Sequences and Generalised Lucas Balancing Sequences respectively. In
[4] P.Anuradha Kameswari and B.Ravi Theja came forward with algorithms for fast computation of Lucas
sequences [5, 6]. In this paper we extend these algorithms to Generalised Balancing Sequences. Then a key
stream for encryption is generated by concatenation of solutions of the Diophantine equation 2> —pzy+y*—z = 0,
for encryption.

In this paper, we first discuss some preliminaries on Generalised Balancing Sequences and Diophantine Equation
z? — pzy + y?> — z = 0 whose solutions expressed in terms of Generalised Balancing Sequences.and algorithms
of fast computation to calculate these terms are discussed. We extend the algorithms discussed in [4] for all
computations of Generalised Balancing Sequences in section 3. In section 4 we generate a key stream which is a
concatenation of solutions of Diophantine Equations. In section 5 and 6 the efficiency and cryptanalysis of the
cryptosystem are discussed respectively.

2 Preliminaries
2.1 Generalised balancing numbers, their properties and associated

diophantine equation

Balancing Numbers B,, are defined by Behera and Panda [7] as the natural numbers that satisfy the recurrence
relations Bn+1 = 6B, — Bp—1 with Bo = 0 and By = 1. In [2], Generalised Balancing Sequences are introduced
as the numbers satisfying the recurrent relation B,4+1 = pB, — B,—1 with Bo =0, B1 = 1 where p is a positive
integer. It also discusses the following properties of Generalised Balancing Sequences and Diophantine Equation
z? — pxy + y?> — x = 0 whose solutions are in terms of Generalised Balancing Sequences.

Notation 2.1. B,,the nth term of Generalised Balancing Sequence, from now on is denoted by Bn(p) i.e

Byt1(p) = pBn(p) — Ba—1(p)

Theorem 2.2. For QBp: |:Zl) _01:| ’ Q%p — |:Bn+1(p) _Bn(p) ,n> 1.

Theorem 2.3. B_,(p)=—DB,(p) for all n > 1.
Theorem 2.4. pB,,(p)Byi1(p) — Bn(p)? + 1 = Bai1(p)? V integers n.

Theorem 2.5. Byin(p) = —Bm+1(p)Bn(p) + Bm(p)Bn-1(p)
(p)Bnt1(p) — Bm—1(p) Bu(p)

= Bn
BQm(p) = m( ) m+1( ) Bm—l(p)Bm(p)
Bom-1(p) = Bm(p)? — Bm-1(p)°
Bom+1(p) = Bm+1(p )2 — Bm(p )2 V integers m and n.

Theorem 2.6. For a positive integer p, all the solutions of * — pry +vy> —x =0 are
1) (B2n(p)?, Ban—1(p)B2n(p))
2) (Bzn(p)®, Ban(p )B2n+1(p))
(an+1(p) Bay, (p)Ban+1(p )
4) (Ban+1(p), Bant1(p)Bant2(p)) for all integers n > 0.
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2.2 Generalised Lucas balancing numbers, their properties and associated
Diophantine equation

Lucas Balancing Numbers C,, are defined by Behera and Panda [7] as the natural numbers that satisfy the
recurrence relations Cp41 = 6C, — Cp—1 with with Cp = 1 and C; = 3. In [1], Generalised Balancing Sequences
are introduced as the numbers satisfying the recurrent relation Cr4+1 = pCp — Cr—1 with Co = 1, C1 = p/2
where p is a positive integer. It also discusses the following properties of Generalised Lucas Balancing Sequences.

Notation 2.7. C,,the nth term of Generalised Balancing Sequence, from now on is denoted by C,(p) i.e
Chy1(p) = pCh(p) — Cn-1(p)
Theorem 2.8. C_,(p) = Cy(p) for all n > 1.

Theorem 2.9. Crtn(p) = Cn(p)Ch (p)+(p24_4)Bm(p)Bn (p) and Cm—n(p) = Crn(p)Cn(p) — (#)Bm (p)Bn(p)
for all integers m, n.

B, —Bn_1(2
Remark 2.10. We observe that Cn(p) = (5)Bn(p) — Bn-1(p) = M

We define Balancing R-Matrix as

Remark 2.11. RgQp, = [Cn+1(p) —Ch(p) }

C’ﬂ(p) - n71(p)
Theorem 2.12. C,(p)? — pCh(p)Crn-1(p) + Cn—1(p)* + ”24*4 = 0 for all integers n.
2_4 2_4
Theorem 2.13. For S = 5 pg , S = Cn(p) Br=Bn(p)
L Bn(p)  Cu(p)

Theorem 2.14. C,(p)? — p2474 B, (p)? =1 for all integers n.
Theorem 2.15. Cryn(p) = Crn(2C(p))

3 Fast Computation Algorithms For Evaluating Generalised
Balancing Sequences

Fast computation method for computations of Generalised Balancing Sequences, B, using the formulas in
Theorem(2.4) above are described in the following. We extend the addition chains used for computations of
lucas sequences in [4] in the following.

Definition 3.1. For any integer n the binary expression from left to right is given as follows
n= Zf:o wi2"7% u; = 0 or 1 for i > 0 and for any integer 1 < j < k
2v; w1 =0
we have v;11 = b1 uJ.+1
20;+1 ifujy1 =1

J o
Theorem 3.2. For any integer j > 0, if v;=> ;2’7" for u; = 0 or 1 then
i=0

2vj_1 if u; =0
Vi=
20041 ifuy=1

Note 3.3. B/,,j may be computed using the formulas Bzvj+1, Bzvj and Bzvj,1 and proceed so on we have the
computation of B,, giving By.
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3.1 Addition chains

Addition Chains [7, 8] for n gives a scheme and division of n leading to computation of Bj. In this section we
describe the fast computation algorithms for computing the Generalised Balancing Sequences B,, using addition
chains [9, 10].

Definition 3.4. An addition chain [11, 12] for n is a sequence of positive integers {1 = ao, a1,...,a, = n} with
the property that a; = a; + ag, for some k < j <iforalli=1,2,3...,r.

Definition 3.5. A Lucas addition chain for a positive integer n is a sequence {0 = a—1,1 = ag,a1,...,ar = n}
such that

1. a1 =0,a0=1 and ar=n

2. a; =aj +ag, forsome k <j<iforali=1,2,...,7

3. aj —ar € {a-1,a0,01,...,ar}.
Definition 3.6. A Lucas addition chain C' = {0,1, a1, as,...,a, = n} is called degenerate if one element in the

chain is not necessary.

For any positive integer n if the left-to-right binary representation is considered for n then n is given as n =
wo2® + w1287 + .. 4 ui_, + ug for u; = 0 or 1 and Uj:ZJ: u;2? %, for any integer 1 < j < k with vy, = n. To
generate the addition chains we first note the following che:oOrems:

Theorem 3.7. For any j such that 1 < j < k,v; is the sum of two of its previous values v; — 1 and v;_1

Theorem 3.8. For any j such that 1 < j < k,v; is the sum of two of its previous values v;—1 +1 and v;_2 + 1

Theorem 3.9. All the addition chains [13]generated by left-to-right binary method for any positive integer n
yield the Generalised Balancing Sequence B,

The addition chains generated by left-to-right binary method

J .
for n = w2 + w1 2"t + ...+ ui_; 4+ ux for us =0 or 1 and v;=> u;2’ " are given as:

=0
1. {vo,v1 —1lv,v1+1,.. .01 — 1, 0p-1,06-1 + 1,Uk}
2. {’l}o,’l}l—l,’ul,...vk71—1,1}]@71,11]@}
3. {’U_1,’Uo,’U1,’U1—l—l,...?}k,l—l,?]k,l,?}k}.

Now we have the following algorithms for computing B, using the above three addition chains for n.

Algorithm 1 Evaluates B,, using degenerate addition chain
Step 0:(Initialize) Set M <+ 2kn—'i where k = |logn],i=0,1,2,...,k
P+—0,Q+ 1, R+~ Q+1

step 1:(Value M) M <+ an—i and determine whether M is even or odd,
if M is even skip to step 4.

step 2: set P+ 2Q,Q + P+ 1 and R < 2R

step 3: [M = n], if M = n the algorithm terminates with Q as the answer.

step 4: setP <+ P+ Q,Q «+ 2Q, R <+ Q + 1 and return to step 1.

step 5: [initialize B,] set Bo =0,B; =1

step 6: For i from O to k set By, < Bp, Bg and B
set n < 2n and compute Bag,, + pBi — 2By B, 1

set n < 2n + 1 compute Bay 41 + (pBn — Bn—l)Z - B?L

set n < 2n — 1 and compute Bo, _1 Bi - BZ,—l

This algorithm uses the addition chain {v;_1,v;, Uj+1}§':=0 and evaluates B, for all j =0,1,...,k,

J
{Buvy, Bvy—1,Bv,, Boy+1 - - . By;_,-1,B By, 141, ij} by using the formulas Ba,,, Ban+1 and Bap—1.

Vj—1

Example 1: In the evaluation of B, for n = 171,p = 6 the above algorithm proceeds according to the
steps in the following table:
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Table 1. Algorithm ratio

M P Q R
O 0 1 2
E 1 2 3
O 4 5 6
E 9 10 | 11
O | 20 21 | 22
E | 41 42 | 43
O | &4 85 | 86
E | 170 | 171 | -

The values of Generalised Balancing Sequences B,, are given in the following table.

Table 2. Generalised Balancing Sequences

S.No. n=171 B Values of B,, for p =6
1 0 Bo 0
2 1 B1 1
3 2 BQ 6
4 3 B3 35
5 4 By 204
6 5 Bs 1189
7 6 Bs 6930
8 9 Bg 1372105
9 10 Bio 7997214
10 11 Bi1 46611179
11 20 Bao 361786555939836
12 21 Bo1 2108646576008245
13 22 Bayo 12290092900109634
14 41 By 4315500870452487274745056273129
15 42 Bao 25152582330211071001119327984510
16 43 Bus 146599993110813938731970911633931
17 84 Bsy 35788224053879696869571001462142
04796279034658098867281517177020
18 85 Bss 208589055822126481067321546712319
74305187342623207117345350572661
19 86 Bss 125261979484216042368013288122895
248417300208156863992087744667756
20 170 Bi7o 246126301522698219853497095686129
30923720256387764613708259178106594
02478281149672058239908352660965110
959820251558818153624825086
21 171 Bim1 1525546956221649872331047785876515496772944
28154645000842208417881651218147096860852176
33430407855805564935497550135912330185454615

The second column gives the degenerate addition chain of length 21 that is used in the computation of Bi71 for
p = 6.
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Algorithm 2 Evaluates B,, using non-degenerate addition chain

step O:(Initialize) Set M < —%— where k = [logn],i=0,1,2,...,k

k7
P+ 0,Q+«+ 1
step 1:(Value M) M «+ 3 " and determine whether M is even or odd,

k
if N is even skip to step 4.
step 2: set P+ 2Q and Q + P+ 1

step 3: [M = n], if M = n the algorithm terminates with R as the answer.
step 4: set P + Q + P, Q + 2Q and return to step 1.
step 5: [initialize B,] set Bo =0,B; =1

step 6: For i from O to k set By, < Bp and BQ

set n < 2n and compute Bg, <+ pBi —2BpB,,_1

set n < 2n + 1 and compute Boy 1 + (pBpn — Bp_1)? — B72L
set n <— 2n — 1 and compute Bg, 1 B727, — Bgl71

This algorithm uses non degenerate addition chain {v; — 1, 'Uj}?:() and evaluates B,; for all j =0,1,...,k,

{va Bvl—h Bvl I BUt—l—h th71 s th} by using the formulas an, Bgn_1, an+1.

Example 2: In the evaluation of B,, for n = 171,p = 6 with the above algorithm proceeds according to the

steps in the following table:

Table 3. Algorithm ratio and frequency

M P Q
O 0 1
E 1 2
(0] 4 5
E 9 10
(0] 20 21
E 41 42
O 84 85
(0] 170 171

This algorithm may be used in the cryptosystem with Generalised Balancing Sequences. The values of Generalised
Balancing Sequences B,, are given in the following Table 4.

Table 4. values of Generalised Balancing Sequences in cryptosystem

S.No. n =171 By, Values of B,

T 0 Bo 0

2 T B1 1

3 2 B 6

1 3 Bs 35

5 1 B, 204

6 5 Bs 1189

7 9 Bg 1372105

B 10 Bio 7997214

9 20 Bao 361786555939836

10 21 Bo1 2108646576008245

11 41 By 4315500870452487274745056273129

12 42 Byo 25152582330211071001119327984510

13 84 Bga 35788224053879696869571001462142

04796279034658098867281517177020
14 85 Bgs 208589055822126481067321546712319
74305187342623207117345350572661
15 170 Bi7o 246126301522698219853497095686129
30923720256387764613708259178106594
92478281149672058239908352660965110
959820251558818153624825086

16 171 Bi71 1525546956221649872331047785876515496772944
28154645000842208417881651218147096860852176
33430407855805564935497550135912330185454615
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The second column gives the non degenerate addition chain of length 16 that is used in the computation of Bi71.

Algorithm 3: This algorithm uses Lucas addition chain {vj, vj+1}§:0 and evaluates B,, for all j =0,1,...,k,
{Buvy, Boy; Buy 1. .. Bu;_y, By, _1+1, By, } by using the formula By,

Algorithm 3 Evaluates B, using Lucas chain

step O:(Initialize) Set M <« 2,;171. where k = |[logn],i=0,1,2,...,k
Q<+ 1,R<+ 2

step 1:(Value M) M « 2k,n—i and determine whether M is even or odd,

if M is even skip to step 4.
step 2: set Q <+ 2Q + 1 and R + 2R
step 3: [M = n], if M = n the algorithm terminates with Q as the answer.
step 4: set Q + 2Q, R < @Q + 1 and return to step 1.
step 5: [initialize B,] set Bo = 0,B; =1

step 6: For i from O to k set By <~ Bg and Bg
set n +— x + y and compute By, < ByB,41 — By_1B;

Example 3 In the evaluation of B, for n = 171,p = 6 with the above algorithm is proceeds according to the

steps in the following Table 5.

Table 5. Algorithm ratio

M Q R
(0] 2 2
E 2 3
(0] 5 6
E 10 11
(0] 21 22
E 42 43
O 85 86
(0] 171 -

The values of Generalised Balancing Sequences B,, for p = 6 are given in the following table.

Table 6. Generalised Balancing Sequences Bn for p = 6

S.No. n =171 By, Values of By,

1 0 Bo 0

2 1 B T

3 2 Ba 6

1 3 Bs 35

5 5 Bs 1189

6 6 Bg 6930

7 10 Big 7997214

B 11 Bi1 46611179

9 21 Bay 2108646576008245

10 22 Bao 12290092900109634

11 42 Byo 25152582330211071001119327984510

12 43 Bys 146599993110813938731970911633931

13 85 Bgs 208589055822126481067321546712319
74305187342623207117345350572661

14 86 Bsgg 125261979484216042368013288122895
248417300208156863992087744667756

15 171 Bi71 1434529211908353815216618270928136371147

6313391622299866483575686232240636013
160008774791903510965216588443108573471
834951124409995
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Remark 3.10. All the algorithms discussed above can be extended for a computations of Generalised Lucas
Balancing sequences.

4 Key Stream for Encryption with solutions of Diophantine
Equation 22 —azy +vy> — 2 =0

In this section we construct a key stream for encryption in classical cryptosystems which can be exchanged
regularly. In the following first a shared secret key a called key exchange is generated by using Diffe-Hellmann and
then a shared key stream is developed using concatenation of solutions of Diophantine Equation z2 —azy+y?—x =
0 that are in terms of Generalised Balancing Numbers.This Key Stream is such that all the parties in the
communication each generate the key stream using the Key Exchange. In the construction of the proposed
cryptosystem we adapt the discrete log problem of Lucas Sequences to Generalised Balancing Sequences and
extend the Diffe-Hellmann protocol with Generalised Balancing Sequences.

4.1 Key Stream with solutions of Diophantine Equation

2 —ary+y? —x=0
The key stream proposed is based on solutions of Diophantine Equation ® —azy+y? —x = 0. For all the parties
in this communication note a in the Diophantine Equation is the shared key and is secret. So first this shared

secret is comminicated through Diffe-Hellman key exchange using Generalised Lucas Balancing Sequences as
follows.

4.1.1 Generating the shared secret key

Now we generate the shared key using Generalised Balancing Sequence and Generalised Lucas Balancing
Sequences.

4.1.2 Diffe-Hellman with generalised balancing sequence and generalised Lucas
balancing sequences

2

Now with the knowledge of p, all the parties generate the coefficient a of the diophantine equation = — axy +
2

y° —x = 0 as a secret key using Diffe-Hellmann protocol for Generalised Balancing Sequence and Generalised
Lucas Balancing Sequences follows:

e The sender chooses random Generalised Lucas Balancing Sequence Cy, (p) and makes (Cy, (p), p) public.
e The receiver chooses random Generalised Balancing Sequence C),(p) and makes (C,(p),p) public .
e The sender and receiver compute (Chm(p)) using theorem(2.15), as the secret key.

e The secret key Chn(p) with the sender and receiver is selected as the coefficient a of the diophantine
equation z% — azy + y? —x = 0.

4.1.3 Generating the common key stream using Diophantine Equation
2 —pry+y*—x=0

A Key Stream using a solution of a particular class of Diophantine Equation is generated as follows. Both sender
and receiver agree upon positive integer o and compute all the Generalised Balancing sequences from Bao—1
using fast computation algorithm.Considers a class of solutions (Bay(p)?, B2n(p)Ban—1(p)) of the Diophantine
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Equation z? — pay 4+ 4*> — 2 = 0 as in [2] for & < n . Then concatenate solutions (Ban(p)?, Bzn(p)Ban—1(p)) of
Diophantine equation for all « < n and obtain key stream as

k = Baa(p)?Baa(p) B2a—1(p) - - -

Encryption:

The encryption with Key stream is as follow.

e The sender convertes the plaintext message units into the numerical equivalent in Zy and arrange them
in a matrix M of order of his choice (say u x v) M = [mi;]uxv for m;; is the numerical equivalent of each
character.

e The key stream is fragmented as units where each unit is of logn digits from left to right, these units are
arranged as a key matrix K = [k;j]uxv of order same as that of M.

e The message unit matrix M is encrypted as enciphered matrix C using te Key matrix K as follow.
C = M + K, that is, each entry of the matrix is computed as, [¢;;] = [mi;] + [ki;] in Z,, and sends the
matrix C' to the receiver.

Decryption:

o After receiving the enciphering matrix, C' the key matrix K of order same as that of C, whose each entry
is logn digits taken at a time from the key stream is constructed. Then note K = [ki;]uxo , that is, K is
exactly the same as the key matrix constructed by the sender.

e The receiver retrieves the message by computing the message matrix M = C' — K, that is each entry is
computed as, [mi;] = [cij] — [ki;] in Z,,. Now, writing the entries of the matrix in a single row and writing
its alphabetic equivalents, the receiver reads the message.

Example: Suppose sender A wants to send the message ”YOUR PIN NUMBER IS FOUR ONE TWO SIX”
to receiver B, in an encrypted manner and 27-letter alphabet is used with numerical equivalents of A — Z are
0-25 and that of blank space is 26.A makes (17,6) public and B makes (99, 6) and agree on a=2.

The numerical equivalent of message is “24-14-20-17-26-15-08-13-26-13-20-12-01-04-17-26-08-18-26-05-14-20-17-
26-14-13-04-26-19-22-14-26-18-08-23-26". When converted to matrix

24 14 20 17 26 15
08 13 26 13 20 12
01 04 17 26 08 18
26 05 14 20 17 26|’
14 13 04 26 19 22
14 26 18 08 23 26

form we get M=

With the knowledge of (17,6) and (99,6) A and B calculate Crnn(p)= 19601=a

Encryption: Diophantine Equation z? — azy 4+ y*> — 2 = 0 has solutions of the form
(Ba2n (p)z, Ban(p)B2n—1(p)). The sender and receiver concatenate B2, ,B2oBoa_1..... to generate the key stream.

S.No n Ban, (B3, BanBan_1)
1 2 B, (19601) (56711269277992637823160801,2893284496995136120800)
3 Bs(19601) (8371095136975549204540774739431992322560000,
427074902237843652641133328471937678400)
3 4 Bsg(19601) (1235649187268130288291719475928555157622757602511221118677601,
63040109712989048246034423810508838552822975147516179601)

37



Kameswari and Anoosha; J. Adv. Math. Com. Sci., vol. 37, no. 12, pp. 29-40, 2022; Article no.JAMCS.94337

Keystream:56711269277992637823160801289328449699513612080083710951369755492045407747394319923225
60000427074902237843652641133328471937678400123564918726813028829171947592855515762275760251122
111867760163040109712989048246034423810508838552822975147516179601

Now, construct key matrix K by considering log 27 = 2 digits taken at a time from k as an entry of the matrix
K of same order as matrix M i.e., 6 X 6, we have

56 71 12 69 27 79
92 63 78 23 16 08
01 28 93 28 44 96
99 51 36 12 08 00
8 71 09 51 36 97
55 49 20 45 40 77

Now, the sender computes the cipher matrix C, as (M + K) mod 27

C=(M+ K) mod 27

24 14 20 17 26 15 56 71 12 69 27 79
08 13 26 13 20 12 92 63 78 23 16 08
01 04 17 26 08 18 01 28 93 28 44 96
=126 05 14 20 17 26| T |99 51 36 12 08 00| ™o427
14 13 04 26 19 22 83 71 09 51 36 97
[14 26 18 08 23 26 55 49 20 45 40 77

[26 04 05 05 26 13
19 22 23 09 09 20
02 05 02 00 25 06
17 02 23 05 25 26
16 03 13 23 01 11
115 21 11 26 14 22

Now, the sender sends his enciphered message C, to the receiver.

Decryption: Then, the receiver decrypts C' and retrieves M as below:
M = (C — K) mod 27

26 04 05 05 26 13] 56 71 12 69 27 79
19 22 23 09 09 20 92 63 78 23 16 08
02 05 02 00 25 06 01 28 93 28 44 96
=117 02 23 05 25 26| |99 51 36 12 08 oo| ™°427
16 03 13 23 01 11 83 71 09 51 36 97
15 21 11 26 14 22 55 49 20 45 40 77

(24 14 20 17 26 15
08 13 26 13 20 12
01 04 17 26 08 18
26 05 14 20 17 26
14 13 04 26 19 22
[14 26 18 08 23 26
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Now, writing the entries of the matrix in a single row, we obtain “24-14-20-17-26-15-08-13-26-13-20-12-01-
04-17-26-08-18-26-05-14-20-17-26-14-13-04-26-19-22-14-26-18-08-23-26" whose corresponding alphabets reads as
“YOUR PIN NUMBER IS FOUR ONE TWO SIX”.Thus, the receiver retrieves the message.

We would discuss efficiency and time analysis of our proposed algorithm in the coming sub-section.

5 Efficiency Analysis

The encryption with key stream generated are based on computations of the Generalised Balancing Sequences
and Generalised Lucas Balancing Sequences using the three algorithms. Addition chain as in algorithm 1 is
of length 3logn — 1 as it is the composition of the basic chains {vi—1 — 1,v¢—1,v¢—1 + 1}or all t =,1,2,3,...k
for k = logn.Addition chain as in algorithm 2 is of length 2logn as it is the composition of the basic chains
{ve —1,v:} for all t = 1,2,3, ...k for kK = logn.And finally addition chain as in algorithm 3 is of length 2logn — 1
as it is the composition of the basic chains {v¢,v¢ + 1} for all t = 1,2,3, ...k for k = logn.

6 Cryptanalysis

The cryptanalysis depends on the computations of Cy(p) and By, (a) where a is the coefficient of the Diophantine
Equation considered. Note Cn(p) and a are both based on discrete log with Generalised Lucas Balancing
Sequences. The discrete log for Generalised Balancing Sequences is same as the discrete log on Lucas Balancing
Sequences. In [14] the discrete log on Lucas Sequences is O(log®(N)) for all p € Zy for N with small primes
and is exponential for N with large primes.

7  Summary

In this paper we proposed an encryption using a keystream which concatenation of a class of solutions of
diophantine equation 22 — azy + y? — « = 0, where a is a shared secret that is computed by both the parties by
using the Diffe-Hellmann protocol in terms of Generalised Lucas Balancing Sequences. The fast computations
algorithms are used for calculation of terms of Generalised Balancing and Generalised Lucas Balancing Sequences.
By using different diophantine equations 2% azy+y?+1 =0, 2’ +azy+y>+2 =0, 2> £ pry+y> £ (#) =0
and 22 +pry +y? + (’”24_4 )z = 0 and their corresponding classes of solutions as in [1] and 4 we can also construct
other keystreams for encryption.
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